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DETAILED ACTION 

This action is in response of the original filing of March 23, 2004. Claims 1-32 are 
pending and have been considered below. 



Examiner Note 

The applicant appears to be attempting to invoke 35 U.S.C. 1 12 6 th paragraph in claims 
7, 30 using "means-plus-function" language. However, the Examiner notes that the only 
"means" for performing these cited functions in the specification appears to be computer 
programs modules. While the claims pass the first test of the three-prong test used to 
determine invocation of paragraph 6, since no other specific structural limitations are 
disclosed in the^ specification, the claims do not meet the other tests of the three-prong ** 
test. Therefore, 35 U.S.C. 1 12 6 th paragraph has not been invoked when considering 
these claims below. 

Claim Rejections - 35 USC § 101 

1. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 1-3, 13- 16 are rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. The claims do not appear to recite a physical 
transformation and thus appear not to produce a tangible result. The steps of 
encrypting, encapsulating, and determining is nothing more than a thought or 
computation within a processor, both of which are abstract and not a real world result. 
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Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1, 4, 7, 13-24, 29-32 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Alden et al (US 6101543) in view of Kluttz et al (US 6598161). 

Claims 1,4, and 7: Alden et al discloses a method, system, and apparatus for 
transmitting packet from a local communications protocol stack to a virtual private 
network comprising: 

i. Encrypting a first data frame based on a first unique code in a first 
communication device, said first unique code being derived from a first 
sequential code (the transmit path includes an encryption engine for 
encrypting the data packet) (column 3, lines 18-19), but does explicitly 
disclose that a sequential encryption is used. 

ii. Encapsulating said first encrypted data frame in a first transport 
frame, said first transport frame comprising a first portion and a second 
portion of said first sequential code (and encapsulation engine for 
encapsulating the encrypted data packets into tunnel data frames) 
(column 3, lines 19-21); 
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Hi. Encrypting a second data frame based on a second unique code in 
the first communication device, said second unique code being derived 
from a second sequential code the transmit path includes an encryption 
engine for encrypting the data packet) (column 3, lines 18-19), but does 
explicitly disclose that a sequential encryption is used. 

iv. Encapsulating said second encrypted data frame in a second 
transport frame, said second transport frame comprising a first portion and 
a second portion of said second sequential code (and encapsulation 
engine for encapsulating the encrypted data packets into tunnel data 
frames) (column 3, lines 19-21); 

v. And transmitting said first transport frame and said Second 
transport frame to a second communication device, wherein said first 
portion of said first sequential code and said first portion of said second 
sequential code identify the same relative portions of said first and second 
sequential codes, and said second portion of said second sequential code 
represents a successive relative portion with respect to said second 
portion of said first sequential code (the new pseudo network adapter 
includes a transmit path for processing data packets from the local 
communications protocol stack for transmission through the pseudo 
network adapter) (column 3 , lines 15-19). 

Alden et al does not disclose that the encryption is based on sequential code 
encryption. However Kluttz et al discloses a secure encryption system, which 
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used a sequential encryption (the document is then encrypted utilizing at least 
two encryption keys so as to encrypt the first portion of a document with a first of 
the at least two encryptions keys and so to encrypt the second portion of the 
document with a second of the at least two encryption keys) (column 2, lines 9- 
15). Therefore, it would have been obvious for one having ordinary skills in the 
art at the time the invention was made for Alden et al to use an encryption based 
on sequential keys. One would have been motivate to do so in order to increase 
data integrity. 

Claims 13, 17, 21: Alden et al discloses a method, system and apparatus for 
transmitting packet from a local communications protocol stack to a virtual private ' 
network comprising: 

i. Receiving a first transport frame, said first transport frame 
comprising a first encrypted data payload, a first portion of a first 
sequential code, and a second portion of said first sequential code (the 
new network adapter further include an interface into a transport layer of 
the local communication protocol stack for capturing received data 
packets from the remote server node and a receive path for processing 
received data packet) (column 3, lines 40-45); 

ii. Receiving a second transport frame, said second transport frame 
comprising a second encrypted data payload, a first portion of a second 
sequential code, and a second portion of said second sequential code (the 
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new network adapter further include an interface into a transport layer of 
the local communication protocol stack for capturing received data 
packets from the remote server node and a receive path for processing 
received data packet) (column 3, lines 40-45); 
iii. And determining said second sequential code using said first 
portion of said second sequential code, said second portion of said 
second sequential code, and said second portion of said first sequential 
code, wherein said first portion of said first sequential code and said first 
portion of said second sequential code identify the same relative portions 
of said first and second sequential codes, and said second portion of said 
second sequential code represents a successive relative portion with* 
respect to said second portion of said first sequential code (the new 
pseudo network adapter includes a transmit path for processing data 
packets from the local communications protocol stack for transmission 
through the pseudo network adapter) (column 3 , lines 15-19). 
Alden et al does not disclose that the encryption is based on sequential code 
encryption. However Kluttz et al discloses a secure encryption system, which 
used a sequential encryption (the document is then encrypted utilizing at least 
two encryption keys so as to encrypt the first portion of a document with a first of 
the at least two encryptions keys and so to encrypt the second portion of the 
document with a second of the at least two encryption keys) (column 2, lines 9- 
15). Therefore, it would have been obvious for one having ordinary skills in the 
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art at the time the invention was made for Alden et al to use an encryption based 
on sequential keys. One would have been motivate to do so in order to increase 
data integrity. 

« 

Claims 14, 18, 22: Alden et al and Kluttz et al disclose a method, system and 
apparatus for transmitting packet from a local communications protocol stack to a 
virtual private network as in claims 13, 17, and 21 above, and Kluttz et al further 
discloses that decrypting of said second encrypted data payload using said 
second sequential code (the second portion of the document is decrypted 
utilizing the second encryption key) (column 2, lines 51-52). Therefore, it would 
have been obvious for one having ordinary s'kills in the art at the tim6 the 
invention was made for Alden et al to use a decryption based on sequential 
keys. One would have been motivate to do so in order to increase data integrity. 

Claims 15, 19, 23: Alden et al and Kluttz et al disclose a method, system, and 
apparatus for transmitting packet from a local communications protocol stack to a 
virtual private network as in claims 13, 17, and 21 above, and Kluttz et al further 
discloses that determining said first sequential code using said first portion of 
said first sequential code, said second portion of said first sequential code, and 
said second portion of said second sequential code (the object of the present 
invention is provided by methods, systems, and computer programs products 
which encrypt a document by dividing the document into at least a first portion 
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having a first security and a second portion having a second security level. The 
document is then encrypted using at least two encryption keys) (column 2, lines 
5-1 1 ). Therefore, it would have been obvious for one having ordinary skills in the 
art at the time the invention was made for Alden et al to distinguish between 
different portions of the encryption code. One would have been motivate to do 
so in order to increase data integrity. 

Claims 16, 20, 24: Alden et al and Kluttz et al disclose a method, system and 
apparatus for transmitting packet from a local communications protocol stack to a 
virtual private network as in claims 15, 19, and 23 above, and Kluttz et al further 
discloses that decrypting of said first 'encrypted data payloadXising said first 
sequential code (the first portion of the document is decrypted utilizing the first 
encryption key) (column 2, lines 50-52). Therefore, it would have been obvious 
for one having ordinary skills in the art at the time the invention was made for 
Alden et al to use a decryption based on sequential keys. One would have been 
motivate to do so in order to increase data integrity. 

Claims 29, 30, 31 , 32: Alden et al discloses a method, system, and apparatus 
for transmitting packet from a local communications protocol stack to a virtual 
private network comprising: 

Receiving a data frame that is encrypted based on a unique code (the new 
network adapter further include an interface into a transport layer of the 
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local communication protocol stack for capturing received data packets 
from the remote server node and a receive path for processing received 
data packet) (column 3, lines 40-45); 

Receiving successive portions of the unique code (the new network 
adapter further include an interface into a transport layer of the local 
communication protocol stack for capturing received data packets from the 
remote server node and a receive path for processing received data 
packet) (column 3, lines 40-45); 
Alden et al does not disclose that the encryption is based on sequential code 
encryption. However Kluttz et al discloses a secure encryption system, which 
Determining the unique code (the document is sequentially encrypted utilizing St 
least two encryptions keys) (column 2, lines 15-16), and further teaches the used 
of sequential encryption (the document is then encrypted utilizing at least two 
encryption keys so as to encrypt the first portion of a document with a first of the 
at least two encryptions keys and so to encrypt the second portion of the 
document with a second of the at least two encryption keys) (column 2, lines 9- 
15). Therefore, it would have been obvious for one having ordinary skills in the 
art at the time the invention was made for Alden et al to use an encryption based 
on sequential keys. One would have been motivate to do so in order to increase 
data integrity. 
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3. Claims 2, 5, 8, 1 1 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Alden et al (US 61 01 543) in view of Kluttz et al (US 65981 61 ) in further view of 
Perlman (US 6363480). 

Claims 2, 5, 8, 1 1 : Alden et al and Kluttz et al disclose a method, system and 
apparatus for transmitting packet from a local communications protocol stack to a 
virtual private network as in claims 1, 4, 7, and 10 above, but do not explicitly 
disclose that said first portion of said first sequential code and said first portion of 
said second sequential code each represent a short-term component of said first 
and second sequential codes. However, Perlman discloses a system and 
method for a user to encrypt data in a way that ensures data cannot be 
decrypted after a finite period, which further short-term component of said first 
and second sequential codes (provide one or more ephemeral encryption keys to 
party wishing to encrypt a message to be passed to a destination party (column 
2, lines 45-53). Therefore, it would have been obvious for one having ordinary 
skills in the art at the time the invention was made for Alden et al to use 
ephemeral keys in the encryption process. One would have been motivate to do 
so in order to assure the integrity of the keys. 

4. Claims 3, 6, 9, 12 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Alden et al (US 6101543) in view of Kluttz et al (US 6598161) in further view of 
Semper (US 6657984). 
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Claims 3, 6, 9, 12: Alden et al and Kluttz et al disclose a method, system and 
apparatus for transmitting packet from a local communications protocol stack to a 
virtual private network as in claims 1 , 4, 7, and 10 above, but do not explicitly 
disclose the transport frame comprises a radio link protocol (RLP) frame. 
However, Semper discloses a system, method, and apparatus for providing 
backward compatibility of radio link protocols in a wireless network, which further 
discloses a transport frame, comprises a radio link protocol (the system 
comprises a radio link protocol) (column 2, lines 10-15). Therefore, it would 
have been obvious for one having ordinary skills in the art at the time the 
invention was made for Alden et al to use a radio link protocol. One would have 
been motivate to do so in order to reduce packets loss rate during transmission. 

5. Claims 10, 25-28 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Marino et al (US 6026165) in view of Alden et al (US 6101543) and Kluttz et al 
(US 6598161). 

Claim 10: Marino et al disclose a secure communication comprising: 

A receiver (the wireless communication system comprise a receiver)(column 3, 

lines 26-27); 

A transmitter (a plurality of transmitting device) (column 3, lines 27-28); 
And a processor communicatively coupled to the receiver and the transmitter, the 
processor being capable of implementing a method for synchronizing encryption 
and decryption of a data frame in a communication network (transmission of 
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encrypted data in a secure system wherein the receiver stores locally an 
encryption utilized by the transmitting device to encrypt the data message and 
the receiver uses encryption keys to decrypt an encrypted data message and 
wherein a sequence number generator is used to synchronously track the 
message sequence at both the transmitter and the receiver) (abstract), but does 
not explicitly discloses that the method further comprising: 
Encrypting a first data frame based on a first unique code in a first 
communication device, said first unique code being derived from a first 
sequential code; Encapsulating said first encrypted data frame in a first transport 
frame, said first transport frame comprising a first portion and a second portion of 
said first Sequential code; Encrypting a second data framfe based on a second " 
unique code in the first communication device, said second unique code being 
derived from a second sequential code the transmit path includes an encryption 
engine for encrypting the data packet); Encapsulating said second encrypted 
data frame in a second transport frame, said second transport frame comprising 
a first portion and a second portion of said second sequential code; And 
transmitting said first transport frame and said second transport frame to a 
second communication device, wherein said first portion of said first sequential 
code and said first portion of said second sequential code identify the same 
relative portions of said first and second sequential codes, and said second 
portion of said second sequential code represents a successive relative portion 
with respect to said second portion of said first sequential code. However, Alden 
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et al discloses a method, system, and apparatus for transmitting packet from a 
local communications protocol stack to a virtual private network comprising: 

1 . Encrypting a first data frame based on a first unique code in a first 
communication device, said first unique code being derived from a first 
sequential code (the transmit path includes an encryption engine for 
encrypting the data packet) (column 3, lines 18-19), but does explicitly 
disclose that a sequential encryption is used. 

2. Encapsulating said first encrypted data frame in a first transport 
frame, said first transport frame comprising a first portion and a second 
portion of said first sequential code (and encapsulation engine for 
encapsulating the enfcrypted data packets intb tunnel data frames) 
(column 3, lines 19-21); 

3. Encrypting a second data frame based on a second unique code in 
the first communication device, said second unique code being derived 
from a second sequential code the transmit path includes an encryption 
engine for encrypting the data packet) (column 3, lines 18-19), but does 
explicitly disclose that a sequential encryption is used. 

4. Encapsulating said second encrypted data frame in a second 
transport frame, said second transport frame comprising a first portion and 
a second portion of said second sequential code (and encapsulation 
engine for encapsulating the encrypted data packets into tunnel data 
frames) (column 3, lines 19-21); 
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5. And transmitting said first transport frame and said second 
transport frame to a second communication device, wherein said first 
portion of said first sequential code and said first portion of said second 
sequential code identify the same relative portions of said first and second 
sequential codes, and said second portion of said second sequential code 
represents a successive relative portion with respect to said second 
portion of said first sequential code (the new pseudo network adapter 
includes a transmit path for processing data packets from the local 
communications protocol stack for transmission through the pseudo 
network adapter) (column 3 , lines 15-19). 
Alden et al does riot disclose that the encryption is based on sequential code 
encryption. However Kluttz et al discloses a secure encryption system, which 
used a sequential encryption (the document is then encrypted utilizing at least 
two encryption keys so as to encrypt the first portion of a document with a first of 
the at least two encryptions keys and so to encrypt the second portion of the 
document with a second of the at least two encryption keys) (column 2, lines 9- 
15). Therefore, it would have been obvious for one having ordinary skills in the 
art at the time the invention was made for Marino et al to have a processor 
coupled to the receiver and the transmitter and to use an encryption based on 
sequential keys. One would have been motivate to do so in order to increase 
system efficiency and data integrity. 
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Claim 25: Marino et al disclose a secure communication comprising: 

A receiver (the wireless communication system comprise a receiver)(column 3, 

lines 26-27); 

A transmitter (a plurality of transmitting device) (colunm3, lines 27-28); 
And a processor communicatively coupled to the receiver and the transmitter, the 
processor being capable of implementing a method for synchronizing encryption 
and decryption of a data frame in a communication network (transmission of 
encrypted data in a secure system wherein the receiver stores locally an 
encryption utilized by the transmitting device to encrypt the data message and 
the receiver uses encryption keys to decrypt an encrypted data message and 
wherein a sequence number generator is used to synchronously track the 
message sequence at both the transmitter and the receiver) (abstract), but does 
not explicitly discloses that the method further comprising: receiving a first 
transport frame, said first transport frame comprising a first encrypted data 
payload, a first portion of a first sequential code, and a second portion of said first 
sequential code; receiving a second transport frame, said second transport frame 
comprising a second encrypted data payload, a first portion of a second 
sequential code, and a second portion of said second sequential code; and 
determining said second sequential code using said first portion of said second 
sequential code, said second portion of said second sequential code, and said 
second portion of said first sequential code, wherein said first portion of said first 
sequential code and said first portion of said second sequential code identify the 
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same relative portions of said first and second sequential codes, and said second 
portion of said second sequential code represents a successive relative portion 
with respect to said second portion of said first sequential code. Alden et al 
discloses a method, system and apparatus for transmitting packet from a local 
communications protocol stack to a virtual private network comprising: 

iv. Receiving a first transport frame, said first transport frame 
comprising a first encrypted data payload, a first portion of a first 
sequential code, and a second portion of said first sequential code (the 
new network adapter further include an interface into a transport layer of 
the local communication protocol stack for capturing received data 
packets from the remote server node and a receive path for processing J 
received data packet) (column 3, lines 40-45); 

v. Receiving a second transport frame, said second transport frame 
comprising a second encrypted data payload, a first portion of a second 
sequential code, and a second portion of said second sequential code (the 
new network adapter further include an interface into a transport layer of 
the local communication protocol stack for capturing received data 
packets from the remote server node and a receive path for processing 
received data packet) (column 3, lines 40-45); 

vi. And determining said second sequential code using said first 
portion of said second sequential code, said second portion of said 
second sequential code, and said second portion of said first sequential 
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code, wherein said first portion of said first sequential code and said first 
portion of said second sequential code identify the same relative portions 
of said first and second sequential codes, and said second portion of said 
second sequential code represents a successive relative portion with 
respect to said second portion of said first sequential code (the new 
pseudo network adapter includes a transmit path for processing data 
packets from the local communications protocol stack for transmission 
through the pseudo network adapter) (column 3 , lines 15-19). 
Alden et al does not disclose that the encryption is based on sequential code 
encryption. However Kluttz et al discloses a secure encryption system, which 
used a sequential encryption (the document is then encrypted utilizing at least 
two encryption keys so as to encrypt the first portion of a document with a first of 
the at least two encryptions keys and so to encrypt the second portion of the 
document with a second of the at least two encryption keys) (column 2, lines 9- 
15). Therefore, it would have been obvious for one having ordinary skills in the 
art at the time the invention was made for Marino et al to have a processor 
coupled to the receiver and the transmitter and to use an encryption based on 
sequential keys. One would have been motivate to do so in order to increase 
system efficiency and data integrity. 

Claim 26: Marino et al , Alden et al and Kluttz et al disclose a method, system 
and apparatus for transmitting packet from a local communications protocol stack 
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to a virtual private network as in claim 25 above, and Kluttz et al further 
discloses that decrypting of said second encrypted data payload using said 
second sequential code (the second portion of the document is decrypted 
utilizing the second encryption key) (column 2, lines 51-52). Therefore, it would 
have been obvious for one having ordinary skills in the art at the time the 
invention was made for Marino et al to use a decryption based on sequential 
keys. One would have been motivate to do so in order to increase data integrity. 
Claim 27: Marino et al , Alden et al and Kluttz et al disclose a method, system, 
and apparatus for transmitting packet from a local communications protocol stack 
to a virtual private network as in claim 25 above, and Kluttz et al further 
discloses that determining said first sequential code using said first portion of 
said first sequential code, said second portion of said first sequential code, and 
said second portion of said second sequential code (the object of the present 
invention is provided by methods, systems, and computer programs products 
which encrypt a document by dividing the document into at least a first portion 
having a first security and a second portion having a second security level. The 
document is then encrypted using at least two encryption keys) (column 2, lines 
5-1 1 ). Therefore, it would have been obvious for one having ordinary skills in the 
art at the time the invention was made for Marino et al to distinguish between 
different portions of the encryption code. One would have been motivate to do 
so in order to increase data integrity. 
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Claim 28: Marino et al , Alden et al and Kluttz et al disclose a method, system 
and apparatus for transmitting packet from a local communications protocol stack 
to a virtual private network as in claim 27 above, and Kluttz et al further 
discloses that decrypting of said first encrypted data payload using said first 
sequential code (the first portion of the document is decrypted utilizing the first 
encryption key) (column 2, lines 50-52). Therefore, it would have been obvious 
for one having ordinary skills in the art at the time the invention was made for 
Marino et al to use a decryption based on sequential keys. One would have 
been motivate to do so in order to increase data integrity. 

6. Claim 1 1 is rejected under 35 U.S.C. 103(a) as being unpatentable over Marino 
et al (US 6026165) in view of Alden et al (US 6101543) and Kluttz et al (US 6598161) 
and in further view of Perlman (US 6363480). 

Claim 1 1 : Marino et al Alden et al and Kluttz et al disclose a method, system 
and apparatus for transmitting packet from a local communications protocol stack 
to a virtual private network as in claim 10 above, but do not explicitly disclose that 
said first portion of said first sequential code and said first portion of said second 
sequential code each represent a short-term component of said first and second 
sequential codes. However, Perlman discloses a system and method for a user 
to encrypt data in a way that ensures data cannot be decrypted after a finite 
period, which further short-term component of said first and second sequential 
codes (provide one or more ephemeral encryption keys to party wishing to 
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encrypt a message to be passed to a destination party (column 2, lines 45-53). 
Therefore, it would have been obvious for one having ordinary skills in the art at 
the time the invention was made for Marino et al to use ephemeral keys in the 
encryption process. One would have been motivate to do so in order to assure 
the integrity of the keys. 

7. Claim 12 is rejected under 35 U.S.C. 103(a) as being unpatentable over Marino 
et al (US 6026165) in view of Alden et al (US 6101543) and Kluttz et al (US 6598161) 
and in further in view of Semper (US 6657984). 

Claim 12: Marino et al . Alden et al and Kluttz et al disclose a method, system 
and apparatus for transmitting packet from a local communications protocol stack 
to a virtual private network as in claim 10 above, but do not explicitly disclose the 
transport frame comprises a radio link protocol (RLP) frame. However, Semper 
discloses a system, method, and apparatus for providing backward compatibility 
of radio link protocols in a wireless network, which further discloses a transport 
frame, comprises a radio link protocol (the system comprises a radio link 
protocol) (column 2, lines 10-15). Therefore, it would have been obvious for one 
having ordinary skills in the art at the time the invention was made for Marino et 
to use a radio link protocol. One would have been motivate to do so in order to 
reduce packets loss rate during transmission. 
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Conclusion 



The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

• Scheidt et al (US 6490680) Access control and authorization system. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Fatoumata Traore whose telephone number is (571) 
270-1685. The examiner can normally be reached Monday through Thursday from 7:30 
a.m. to 4:30 p.m. and every other Friday from 7:30 a.m. to 3:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jim W. Myhre, can be reached on (571) 272 6722. The fax phone number 
for Formal or Official faxes to Technology Center 2100 is (571 ) 273-3800. Draft or 
Informal faxes, which will not be entered in the application, may be submitted directly to 
the examiner at (571 ) 274-1 685. 

Any inquiry of a general nature or relating to the status of this application or 
proceeding should be directed to the Group Receptionist whose telephone number is 
(571)272-2100. 



FT 

March 27, 2007 




